You are cordially invited to attend

The International Conference

Advanced Cyberlaw and Electronic Security
16 June 2017

Program

AULA MAGNA, Babes-Bolyai University (Str. M. Kogdlniceanu 1)

9:40-10:00 Registration

-~

10:00-10:40 Opening Speeches
Acad. Prof. Dr. loan-Aurel POP, Rector of Babes-Bolyai University (“BBU”)
Prof. Dr. Florin STRETEANU, Dean of the Faculty of Law, BBU
Ms. Adela ALBU, Expert, National CYBERINT Center

Prof. Dr. Sgren Sandfeld JAKOBSEN, International Economic Crime and Cyber Crime Research
Centre (IECC), Department of Law, Aalborg University, Denmark

Prof. Dr. loana VASIU, Conference Chair, Faculty of Law, BBU

10:40-11:10 Distinguished Keynote Speech
Prof. Dr. John A.E. VERVAELE, Willem Pompe Institute for Criminal Sciences, Utrecht University,
The Netherlands
President of the International Association of Penal Law (IAPL)
New Trends in Cyberlaw and Judicial Investigations: The Dutch Reform as an lllustrative Example

11:10-11:30 Keynote Address
Prof. Dr. Bart H.M. CUSTERS, Head of Research at the Center for Law and Digital Technologies,
Faculty of Law, Leiden University, The Netherlands
Ransomware and Money Laundering via Bitcoins

11:30-12:00 Keynote Address
Dr. Joanna KULESZA, Assistant Professor of International Law and Internet Governance, Faculty of
Law and Administration, University of £édz, Poland
Cybersecurity Due Diligence

12:00-12:20 Keynote Address
Prof. Dr. Sgren Sandfeld JAKOBSEN, IECC, Aalborg University, Denmark
Cybersecurity as a Safeguard Against Cybercrime: The Interrelationship Between Cybersecurity
and Cybercrime from an EU Law Perspective

"

12:20-14:00 Lunch Break



BBU SALA CLUB (Str. E. de Martonne 1)

14:00-14:20 Keynote Address
Mr. Mircea GRIGORAS, Deputy General Director, CERT-RO & Mr. Cristian DRIGA, Attorney at Law
Legal Aspects Concerning the Coordinated Disclosure of Vulnerabilities

14:20-14:40 Keynote Address
Dr. Giovanni Battista GALLUS, Supreme Court Lawyer, Fellow at the Hermes Center for
Transparency and Digital Human Rights and at the Nexa Center for Internet and Society, Italy
Trojan Horses for Criminal Investigations: Friends or Foes?

14:40-15:00 Keynote Address
Dr. Ludovic TIRELLI, Attorney at Law, Switzerland
Criminal Investigations, Compulsory Measures and Evidence in a “Clouded” Era: The Swiss
Approach to Jurisdiction Issues

15:00-15:15 Keynote Address
Dr. Natalie ALKIVIADOU, Lecturer, School of Law, UCLan Cyprus
Regulating Internet Hate

15:15-15:30 Keynote Address
Prof. Dr. loana VASIU & Dr. Lucian VASIU
A Radiograph of Computer Source Code Misappropriation Cases

15:30-16:00 Networking & Refreshment/Coffee Break

f16:00-16:15 Keynote Address
Mr. Vladut CRISTEA, Security Analyst, PaddyPower Betfair
loT Devices as Proxies for Cybercrime
16:15-16:30 Keynote Address
Dr. Joana NETO, Researcher, Faculty of Social Sciences and Humanities of Nova University of
Lisbon, and Compliance Analyst, Portugal
Social Network Analysis, Online Crime, and Online Payments Ecosystem
16:30-16:45 Keynote Address
Mr. Valentin NECOARA, Cybersecurity Manager, certSIGN
Digital Forensics - Where to Begin
16:45-17:00 Keynote Address
Prof. Dr. Ing. Dusan SOLTES, Director, e-Europe R&D Centre, Comenius University, Slovakia
Smart ICT in Support of the Fight Against International and Cyber Crimes in Selected
Problem Areas

From 17:00 Paper Presentations

Ms. Desara DUSHI, Erasmus Mundus Joint International Doctoral Degree in Law, Science and
Technology, University of Bologna, University of Tilburg, and University of Luxembourg
Child Pornography in Cyberspace: Key Trends and Challenges

Assoc. Prof. Dr. Bujorel FLOREA, Spiru Haret University
Reflections on Plagiarism

Dr. Ciprian Raul ROMITAN, Attorney at Law
Technical Measures to Prevent or Limit Actions Over Protected Works

Ms. Ramona DUMITRASCU, Attorney at Law
The Legal Protection of Rights in Computer Programs

Closing Remarks

"




